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The paper summarizes the data confidentiality measures of tuna RFMOs, with a
focus on the rules regarding detailed fishing operations, especially the use of Fish
Aggregating Devices (FADs). This summary does not include information on the
steps taken with respect to physical or computer security. The full texts of each
RFMO’s measure are appended.
SUMMARY
Every tuna RFMO has a data confidentiality policy that identifies the level of privacy afforded to
the various kinds of data supplied to the organization. The two broad categories of data are
“public domain” and “non-public domain,” with the latter including all vessel-specific
operational information (e.g., catch reporting, fine-resolution vessel positions). Those data are
treated confidentially, with access often restricted only to those RFMO staff that require the
information to fulfill their duties. Any other access requires the permission of the data
provider (e.g., the member state) and compliance with data safeguarding measures.
Data on fishing operations, when aggregated to prevent the identification of any individual
vessel’s activity, are generally considered in the public domain. For the WCPFC and ICCAT, a
minimum of three vessels’ data must be grouped. In the IOTC, data are presented as
aggregations across area, gear type and flag. Similarly, the IATTC pubic data are gross
aggregates using the same categories.

Regarding FAD fishing operations, two tRFMOs (ICCAT and IOTC) specifically mention that
FAD data should be made available to the scientific staff and/or the science committee. The
IOTC does explicitly note that those data are to be treated under its data confidentiality policy.
Although not explicitly mentioned alongside the FAD text, ICCAT also appears to treat its FADrelated data in a similar manner.
Every tRFMO’s data confidentiality policy makes a commitment to maintaining the privacy of
individual vessels’ fishing operations. Only with the data provider’s permission can such

Suggested citation: Matthews, K. 2012. RFMO Data Confidentiality Rules Regarding Detailed Fishing Operations. ISSF Technical Report 201211. International Seafood Sustainability Foundation, Washington, DC, USA.

information be released to requesting parties, 1 and even then there are controls on the
management and use of that data.
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IATTC
The IATTC’s resolution on data confidentiality dates from 1951 and reads, in its entirety:
“A resolution was adopted requiring that catch statistics of individual
boats, records of individual company operations, and all other records
obtained by the staff of the Commission regarding individual persons,
companies or enterprises shall be kept completely confidential and shall
be available only to those members of the staff requiring access to them in
the course of the scientific investigations.” (Appendix A)

Though this resolution does allow access by the IATTC scientific staff, it does not specify
procedures for data access, aggregation (except to specify that no individual person or
company can be identified), disclosure or protection. Access by non-IATTC staff (e.g.,
university researchers, NGOs) is not permitted. In 2012, the European Union presented a
proposal to revise this measure to align it more closely with those of WCPFC and ICCAT,
however the proposal was not adopted.

The IATTC Secretariat does publically release aggregated data on catch (by species, gear and
flag), and size of tuna and billfish. 2
ICCAT
ICCAT’s current data confidentiality policy is set out in Annex 6 of its 2010-2011 Biennial
Report. 3 Its policy (Appendix B), along with that of the WCPFC, 4 is the most detailed of the
RFMOs.

The general principles are as follows:
1. All data held by ICCAT are managed under these rules,
2. Data can be released if its source (e.g., a CPC) so authorizes,
3. ICCAT staff, subsidiary bodies and related service providers have access to all data
necessary to perform their duties, provided they have sign a Confidentiality Agreement,
and
4. CPCs have access to data:
a. From vessels flying their flag in the Convention Area,
b. From vessels fishing in waters under their jurisdiction,
Excepting the IATTC, where there is no mechanism for the release of any data beyond IATTC staff.
http://www.iattc.org/Catchbygear/IATTC-Catch-by-species1.htm
3 ICCAT Report 2010-2011, Annex 6: Rules and Procedures for the Protection, Access to, and Dissemination of
Data Compiled by ICCAT (p. 238 – 246)
4 The ICCAT policy is a modified version of the WCPFC policy, which was adopted in 2007.
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c. From vessels applying to fish or transship in their waters, or unload in their
ports, and
d. For the purposes of compliance and enforcement activities on the high seas, and
for scientific and other research. 5

Data are classified into two categories, public domain and non-public domain, using a risk
classification methodology that reflects the potential damage that could result from the
unauthorized disclosure of such data. Data in the public domain cannot contain information
about the individual activities of any vessel, company or person, or any other private
information, nor can any data be designated in the public domain that (directly or indirectly)
allows the identification of any individual vessel’s activities.

Data in the public domain, which can be made available on the Commission’s website or by
request to the Secretariat, include: 6
A. Annual catch estimates stratified by gear, flag and species,
B. The number of vessels active in the Convention Area by year,
C. Catch and effort data aggregated by gear type, flag, month and by 1° longitude by 1°
latitude 7 – and made up by observations of no fewer than 3 vessels,
D. The ICCAT Record of Fishing Vessels, and
E. Any vessel record established for the purpose of the Commission’s VMS.
The remaining categories of information are considered non-public domain data, and
include:
A. Operational-level catch and effort data (detailed set-by-set information),
B. Records of vessel unloading,
C. Fine-resolution vessel movements (including near-real time Commission VMS data),
D. Boarding and inspection reports,
E. Raw data from any Catch or Trade Documentation Scheme, and
F. Data that reveal the individual activities of any vessel, company or person.

The Commission has strict rules regarding the management and dissemination of these data,
and is charged with keeping a record of all who are granted access to such data. In addition to
use of this data as necessary by ICCAT staff and national scientists associated with the SCRS
(see general principle 3, above), the policy allows CPCs access to the data described in general
principle 4.

Non-public domain data can also be released to “any persons” if the CPC that originally
provided the data authorizes the Commission to release them. The CPC can have an ongoing
authorization for release, though it can be withdrawn at any time. These persons must submit
a data request form to the Commission (which must then be approved by the CPC/data
provider), sign a Confidentiality Agreement, secure the data in a manner consistent with that of
the ICCAT Secretariat, and follow any other Commission directives (e.g., deletion of the data at

Non-public data for compliance and enforcement and scientific research are “subject to separate rules and
procedures for the access and dissemination of such data, that the Commission will adopt for these purposes.”
6 Other types of data not directly related to fishing activity have been omitted from this list, but include tagging,
oceanographic and biological data.
7 1° longitude by 1° latitude for surface fisheries. For longline fisheries, the grouping is 5° longitude by 5° latitude.
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the conclusion of the project).
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FAD-Specific Data. Recommendation 11-01 (A Multi-Annual Conservation and Management
Program for Bigeye and Yellowfin Tunas) mandates recording in logbooks the deployment and
retrieval of FADs, as well as the position, date, identification of the aggregating device and
results of the set. CPCs are to ensure that this information is “made available to the SCRS.”
IOTC
In 2012 the IOTC updated its data confidentiality policy, replacing Resolution 98/02 with
12/02 (Appendix C). This revision accommodates recent developments with the mandatory
statistical requirement and regional observer scheme resolutions. This policy applies to catchand-effort, length-frequency and observer data.

Public Domain. Catch-and-effort and observer data grouped by 1° longitude by 1° latitude 8 by
month stratified by fishing nation are considered to be in the public domain, provided that no
individual vessel’s catch can be identified within a time/area stratum. In cases when an
individual vessel could be identified, the data are aggregated by time, area or flag to preclude
such identification, and then considered to be in the public domain. Detailed tagging data are
also in the public domain, excepting the names of vessels or crew who recovered the tags.

Controlled/Non-Public Domain. At a finer stratification, catch and effort data are only
released with 1) the written authorization from the data’s source (e.g., the member state), and
2) the specific permission of the Secretary. To request data, applicants (e.g., a Working Party)
must provide a description of the research project, including the objectives, methodology and
intentions for publication. Prior to publication, the manuscript must be cleared by the
Secretariat (the final report must be shared with the data source(s) as well). The data are
released only for use in the specified research project and the data must be destroyed upon
completion of the project. However, with authorization from the sources of the data, catchand-effort and length-frequency data may be released for long-term usage for research
purposes, and in such cases the data need not be destroyed. The identities of individual vessels
are hidden in fine-level data unless the individual requesting this information can justify its
necessity.
Logbook-level and other detailed observer data are restricted to the IOTC staff who require the
data to carry out their duties. They are required to sign confidentiality agreements that detail
the data restrictions and rules for their safeguarding and disclosure. These same rules of
confidentiality apply to all members of Working Parties and the Scientific Committee in their
handling of IOTC data.

FAD-Specific Data. Also in 2012 the IOTC adopted Resolution 12/08, Procedures on a Fish
Aggregating Devices Management Plan. This resolution requires CPCs with vessels that fish on
FADs to submit a national management plan by the close of 2013, for review by the Compliance
8
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Committee in 2014. The information to be supplied in the Plan includes the quantity and
beacon numbers of FADs, and catch amounts on FAD sets.
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The information provided in these Plans will be handled in a manner consistent with the
confidentiality rules set by Resolution 12/02, including the provision to the Science Committee
of any FAD-related catch and effort data at the aggregation level set by Resolution 10/02.
Resolution 10/02 (Mandatory Statistical Requirements for IOTC Members and Cooperating
Non-Contracting Parties) requires reporting of “the total number and type of FADs set by the
supply vessel and purse seine fleet per quarter… These data would be for the exclusive use of
IOTC scientists, subject to the approval of the data owners and Resolution 98/02 [now Res
12/02] Data confidentiality policy and procedures...”
WCPFC
The WCPFC policy on data confidentiality 9 (Appendix D) is very similar to ICCAT’s (which
based its policy largely on WCPFC's), including the explicit direction that public domain catch
data must be an aggregation of at least 3 vessels to prevent the identification of any single
vessel’s activities. Rules regarding data access and dissemination to staff, scientific experts
engaged by the Commission, CCMs, and other entities (i.e., universities, NGOs, media and
industry) are also the same, including near-identical data request and confidentiality
agreement forms.

WCPFC Rules and Procedures for the Protection, Access to, and Dissemination of Data Compiled by the
Commission. Refined and Adopted at the 4th Regular Session of the Commission (December 2007, Guam).
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COMPARISON OF POLICIES (as published)

Public domain
data
aggregation for
detailed fishing
operations
Data access by
RFMO staff or
Science
Provider?
Data access by
RFMO science
committee?

Data access by
outside parties?

IATTC

Gross (but
unspecified)
aggregation
by flag,*
species and
gear type.
Yes.
N/A
No.

ICCAT

A minimum of 3
vessels for any
reporting.
Yes, with
Confidentiality
Agreement.

N/A, however Rec
11-01 requires FAD
logbook information
to be shared with
the SCRS.
Yes, with approval
by data provider
and Confidentiality
Agreement.

IOTC

1° x 1°, by month, by
flag. If insufficient to
mask individual
vessel activity, then
larger aggregation
permitted.
Yes, with
Confidentiality
Agreement.
Yes, in aggregated
form in accordance
with existing
confidentiality
policy.
Yes, with approval
by data provider
and agreement to
follow IOTC data
rules.

WCPFC

A minimum of 3
vessels for any
reporting.
Yes, with
Confidentiality
Agreement.
N/A

Yes, with
approval by data
provider and
Confidentiality
Agreement.

N/A = Not addressed in the policy.
* No individual company can be identified by IATTC. Therefore, data from countries that have only one or two
companies operating in them are aggregated into an "Other" flag.

APPLICABILITY TO FAD E-LOGBOOK SUBMISSION
It appears that FAD logbook data would be treated like any other detailed (i.e., set-by-set, or
vessel-specific catch and effort) data, since any information at the vessel level allows for
identification of a single entity's activities and therefore cannot be public. It could be made
public if the member state (or another data provider 10) chooses to allow it (excepting the
IATTC, where there is no procedure for such an authorization, though this does not preclude
the data provider from releasing the information directly).

In addition, one could assume that specific vessel-level data on FAD deployment or visits (even
if no catch was made at that time) are still considered "fine resolution" vessel
movement/activity, so at least for ICCAT and WCPFC its confidentiality would be explicitly
covered under current rules. For IOTC and IATTC it is not explicitly stated, though it would be
logical to assume that FAD data and catch and effort activity would be treated similarly.
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Other data providers include private entities such as tuna canneries and vessel-owning companies.
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APPENDIX D: WCPFC Data Confidentiality Rules and Procedures

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

